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METHOD AND SYSTEM FOR CONTROLLING 
TASKS ON NETWORK CARDS 

Field of the Invention 

The present invention pertains to communications and networking. More 
particularly, the invention relates to the usage of resources in networking devices. 

5 Background of the Invention 

Wide area switches for data communications such as asynchronous transfer 
mode (ATM) packets and Internet Protocol ("IP") data packets can hold numerous 
modular cards. Switches include controller cards which allow and direct different 
functions in the Switch. In a redundant configuration, a controller card is active while a 
f ib second controller card stands-by should the active one fail. The controller cards may be 
; J a processor switch module or line cards. Specifically, the controller card coordinates 
w switchwide operations such as the sequencing of the initialization of a node. Again in a 
redundant system, an active card line card is backed up by a standby line card. Line 

m cards may be an ATM switching module. 

C3 

C35 Controller cards execute multiple tasks that may include initializing databases, 

setting up communication end-points, and configuration methods for users. These 
tasks may be executed each time certain system operations are performed. Examples 
of system operations may include when a system is brought up, when an active to 
standby card switchover or standby to active card switchover occurs, or when software 
20 is upgraded on a controller card. 

However, prior systems performed the system operations inconsistently. For 
example, each card in a switch may execute the tasks required for an active to standby 
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card switchover in a different sequence. These prior systems may not achieve high 
reliability or availability. Nor would prior systems properly and efficiently manage faults 
in the system. Furthermore, prior systems failed to facilitate system development and 
integration where multiple groups of engineers work on the same complex system. 
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SUMMARY OF THE INVENTION 

What is disclosed is a method and system for controlling tasks performed on 
network cards is disclosed. In one embodiment, the method disclosed controls 
applications that are executed within the network. The method of controlling the 
applications comprises transitioning each of the applications between one of a plurality 
of active states and one of a plurality of standby states. 

Other features and advantages of the present invention will be apparent from the 
accompanying drawings and from the detailed description that follows below. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention is illustrated by way of example and not limitations in the 
figures of the accompanying drawings, in which like references indicate similar 
elements, and in which: 

Figure 1 shows a wide area switch for data communications such as 
asynchronous transfer mode (ATM) packets and Internet Protocol ("IP") data packets; 

Figure 2 shows a generic block diagram of modular card such as a controller 
card and line card; 

Figure 3 shows a block diagram of redundant network cards communicating; 
Figure 4 shows the relationship between applications, state machines, and shelf 
managers; 

Figure 5 shows a generic application state transition diagram; 
Figure 6A shows an active to standby graceful switchover; 
Figure 6B shows a standby to active graceful switchover; 
Figure 6C shows an active to standby upgrade switchover; and 
Figure 6D shows a standby to active upgrade switchover. 
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DETAILED DESCRIPTION 

A method and system for controlling network cards is disclosed. As described in 
detail below, in one embodiment of the present invention a switch with redundant 
network cards includes a central processing unit (CPU) subsystem for controlling the 
5 state of applications (or tasks) running on the switch. Applications may include graceful 
switchovers and initialization of nodes. 

Figure 1 shows a wide area switch for data communications such as 
asynchronous transfer mode (ATM) packets and Internet Protocol ("IP") data packets. 
For example, the switch may be a switch similar to those manufactured by Cisco 
ig Technology, Inc. of San Jose, California. Switch 100 can hold numerous modular cards 
fiJ 1 1 0-1 40 and includes controller cards 1 1 0 and 1 20. Specifically, the controller cards 
Jl! 110 and 120 coordinate switchwide operations such as the sequencing of the 
^ initialization of a node. In a redundant system, controller card 1 10 is the active card and 
ll controller card 120 is a standby card. Controller cards 1 10 and 120 may be a processor 
|5 switch module such as those manufactured by Cisco Technology, Inc. Also included in 
o Switch 100 are line cards 130 and 140. Again in a redundant system, line card 130 is 
the active card and line card 140 is the standby card. Line cards 130 and 140 may be 
an ATM switching module, such as those manufactured by Cisco Technology, Inc, or 
similar switch manufacturers. As shown in the blowup of Figure 1, each card 1 10-140 
20 contains a CPU subsystem 150. CPU subsystem 150 will be described in detail below. 
Although switch 100 only shows four cards, numerous cards may be 
implemented of various types. Figure 2 shows a generic block diagram of modular card 
such as controller cards 110 and 120 and line cards 130 and 140. Card 200 includes a 
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CPU subsystem 150. Within CPU subsystem 150 is a system controller 220, which 
interfaces with random access memory 240 and PCI bus 270. Also within CPU 
subsystem 150 is central processing unit (CPU) 230. CPU 230 may be a MIPS™ 
microprocessor sold by MIPS Technologies, Inc. of Mountain View, California. For 
5 alternate embodiments, CPU 230 may be another type of processor. 

Although embodiments of the present invention are described as having both 
software and hardware elements, alternative embodiments may be all hardware, all 
software, or a combination of each. The software implementing the present invention 
can be stored in RAM 240, a mass storage device available through disk interface 290, 
or other storage medium accessible to CPU 230. This software may also be resident on 
an article of manufacture comprising a computer usable mass storage medium or 
5 propagated digital signal having computer readable program code embodied therein 
J and being readable by the mass storage medium and for causing CPU 230 to control 

tasks on networking cards in accordance with the teachings herein, 
if System controller 220 also interfaces with Ethernet port 250 for communications 

3 with a local area network (LAN) as well as serial port 260. Card 200 also includes an 
ATM segmentation and reassembly device (SAR) 295 as well as special hardware 285. 
Special hardware 285 may include a line terminator if the card 200 is a line card, or the 
special hardware 285 may include switching fabric if the card 200 is a processor 
10 switching module. ATM/SAR 295, Disk interface 290, and special hardware 285 are all 
connected to the system controller 220 via PCI bus 270. 

Figure 3 shows a block diagram of redundant network cards communicating. 
Network Cards 310 are line cards with an active line card 31 1 and standby line card 
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312. Network cards 310 include CPU subsystems 150, as well as, line terminations 
314. 

Network cards 320 are switching cards with an active line card 321 and standby 
line card 322. Network cards 320 include CPU subsystems 150, as well as, switching 

5 fabric 324. Switching fabric 324 may be an Application Specific Integrated Circuit 
(ASIC)-based high-performance traffic switching module. Network cards 330 are also 
line cards and share similar physical characteristics as network cards 310. However, 
network cards 330 receive digital data packets. The digital data packets may be ATM 
cells 340 or similar user traffic. User traffic travels from the line cards 330, through 

!§ switching card 320 to another set of line cards 31 0. 

^4 Network cards 310, 320 and 330 include Application Life Cycle State Machines 

« 350. State machines 350 control the state of a network card, as well as, the operation 

r U of each application performed on a network card. For example, while the application is 
initially brought up, when active-standby switchovers occur, and when software is 

l$_ upgraded on network cards. State machines 350 also set rules for an application's 

q behavior while the application is in a given state. In addition state machines 350 
message errors and faults that occur during the operation of network cards. Upon 
discovering problems in an application, state machines 350 perform error recovery 
actions, which may include executing a card restart. 

20 Figure 4 shows the relationship between applications, state machines, and shelf 

managers. The shelf manager 440 resides on network card 2 420. Application State 
Machines (ASMs) 450 reside on each network card 410, 420, and 430. Applications 
460 are running on each card. An application is a set of code that implements a certain 
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portion of the overall card functionality. An application can have one or more tasks. 

Examples of applications are the private network-to-network interface (PNNI) and call 

control, Connection Provisioning (CPRO) and Card Equipment Management Application 

(CEMA). Figure 4 shows ASM 450 communicating with shelf manager 440 via a 
5 messaging protocol. ASM 450 communicate with application using 460 using a 

functional Application Program Interface (API). 

The shelf manager 440 provides events to the ASM 450, which then translates 

some of the card events into finer grained events for execution by the applications 460. 

An event is a notification to applications 460 of a significant shelf-level or card-level 
f§ change. Events may notify an application 460 of local or remote card role or state 

SI changes, or card-level resource congestion, for example, ASM 450 provides an API to 

i y 

»■ local applications 460 to generate events destined for other applications on the same 

r !f card. ASM 450 handles delivery of events coming from both the shelf manager 440 and 

w 

l A the local applications 460. 

la ASM 450 is responsible for bringing the card up from the Initialization state to the 

□ Read state. In an initialization state, only the ASM 450 is running with life support- 

information tasks, such as, a task monitor. In a ready state, the entire card with all its 

applications are operational. 

Figure 5 shows a generic application state transition diagram. The application is 
20 spawned in block 505. Each application is started when ASM 450 spawns application 

root tasks. The application is responsible for spawning all its other tasks. During 

initialization many operations are performed. For example, endpoints are created, 
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database clients are registered and data structures are initialized. After these various 
operations are completed, the application's state transitions to INIT_DONE 510. 

From the INIT_DONE 510 state, the application may enter 
APP_ACTIVE_READY state 515. By entering the state of block 515, the application is 

5 ready on an active network card. When transitioning from INIT_DONE 51 0 to 

APP_ACTIVE_READY 515, random access memory (RAM) is loaded with all necessary 
commands to execute the application from a disk database. Also during the transition a 
confirmation request is made to determine if the APP_ACTIVE_READY state 515 has 
been reached. Also from the INITJDONE state 51 0, the application may enter an 

m APP_STANDBY_READY state 520. By entering state 520, the application is on 

y 

Q standby, on a standby network card. When transitioning from IN1TJDONE state 510 to 
«S APP„STANDBY_READY state 520, RAM is loaded with all necessary commands to 
r jf execute the application from the Active Network card. Also during the transition, a 
[j. confirmation request is made to determine if the APP_STANDBY__READY state 520 has 
is been reached. 

q Also from the INITJDONE state 510, the application may enter an 

APP_NO_PROVSN state 535. By entering state 535, the application is in a no 
provisioning state in which it rejects all simple network management protocol (SNMP) 
set requests, as well as, command line interface (CLI) set requests. The application 

20 can still process SNMP get request. NO_PRVSN state 535 may be used during 

Upgrade/Downgrade procedures, during configuring Upload and graceful switchovers, 
while in state 535, the application is prevented from writing to the disk database. While 
in state 535 RAM may be read or written to, however some disk access is limited to 
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read operations only. For example, configuration database disk access is limited to 
read operations only. But, disk write access is allowed for non-configuration disk 
access operations, such as statistic collection. When transitioning from INIT_DONE 
510 to NO_PROVSN 535, RAM is built from the disk database. Also during the 
transition, a confirmation request is made to determine if the APP_NO_PROVSN state 
535 has been reached. When in the APP_NO_PROVSN 335 state, the network card is 
in an active state. 

An application can transition from APP_STANDBY_READY 520 to 
APP_ACTIVE_READY 515. When transitioning, the RAM is synchronized with the disk 
database, if needed. A confirmation request is also made. The network card may go 
from standby to active. Likewise, APP_ACTIVE_READY, state 515 may transition to 
A P P_ST A N D B Y_R E A D Y state 520. However, the RAM is built from the standby 
network card. Similarly, a confirmation request is made. 

Both APP_ACTIVE_READY 515, and APP_STANDBY_READY 520 may 
transition to and from APP_NO_PROVSN 535. Transitioning from state 520 to state 
535 involves a confirmation request that the APP_NO_PROVSN state 535 has been 
reached. Transitioning from state 515 to state 535 involves flushing the disk and then 
confirming the state change. Transitioning from APP_NO_PROVSN 535 to 
APP_ACTIVE_READY 515 involves a confirmation request. However, transitioning 
from state 535 to APP_STANDBY_READY 520 involves building RAM from the active 
network card if required, as well, as, a confirmation request. 

Another state may be attained from APP_ACTIVE_READY 515, that is 
APP_QUIESCENT 530. Transitioning from APP_ACTIVE_READY 515 to 
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APP_QUIESCENT 530 involves synchronizing RAM with the standby card, as well as 
flushing the data to the disk. A confirmation of the state transition also occurs. 
APP_QUIESCENT 530 is a quiescent state in which an application is being prepared for 
a graceful switchover. While in the quiescent state, the application does not make 
5 changes to its RAM databases and its internal state. An application's internal state that 
is resynchronized with a standby peer application may include communication endpoint 
queues, RAM, and/or disk databases or Battery Random Access Memory (BRAM) 
content-Applications do process ASM 450 events while in APP_QUIESCENT 530. An 
application can be ineligible for entering the quiescent state. Furthermore, an 
f© application can include parameters that limit the amount of time the application is in the 
H APP_QUIESCENT state 530. Applications may receive requests that result in RAM 
£ database changes while in the APP_QUIESCENT state 530. Both RAM and disk 
r i access is read-only in the quiescent state. The application may transition back from 
J = state 530 to APP_ACTI V E_R EADY state 51 5. This transition involves a confirmation of 
m the change to state 515. 

0 The application may also transition to state 530 from APP_NO_PROVSN state 

535. This transition involves synchronizing the RAM of the active and standby 
applications. All non-database data is flushed to the disk. A confirmation of the state 
transition is also made. When transitioning from state 530 to state 535, neither 

20 synchronization nor flushing are required. However, a confirmation of the state 
transition occurs. 

The APP_QUIESCENT state 530 may also transition to 
APP_STANDBY_READY 520. A confirmation occurs. However, 
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APP_STANDBY_READY 520 does not transition back to APP_QUIESCENT state 530. 
This transition changes the state of the application from active to standby. 

Another transition may occur from APP_QUIESCENT state 530 to 
APP_STANDBY_LOCKED 525. A confirmation is performed. The standby locked state 
525 places applications in a ready state, but the application does not contact the active 
peer application, nor does it integrate any data from active peer application. The 
internal databases are locked in this state. This state may be used during 
upgrade/downgrade procedures. There is read-only RAM access and disk access. 

The only transition made from APP_STANDBY_LOCKED state 525 is to 
APP_NO_PROVSN state 535. The transition involves a confirmation request and the 
application returns to an active state. 

Figures 6A-6D shows examples of state transitions during graceful and upgrade 
switchovers. Figure 6A shows an active to standby graceful switchover. Applications 
on the active card transition through 1 to the quiescent state. From the quiescent state, 
the active applications transition through 2 to the APP_STANDBY_RDY state. Figure 
6B shows a standby to active graceful switchover. Applications on the standby card 
transition through 3 to the active ready state. 

Figure 6C shows an active to standby upgrade switchover. Applications on the 
active card transition through 1 to the no provisioning state. From the no provisioning 
state, applications transition thought 2 to the quiescent state. From the quiescent state, 
applications transition through 3 to the standby locked state at which point the 
applications have transitioned to STANDBY. 
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Figure 6D shows a standby to active upgrade switchover. Applications on the 
standby card transition through 4 to the no provisioning state. From the no provisioning 
state applications transition to the active ready state. Alternate embodiments may 
include different state transitions. 

5 During graceful transitions from the active state to the standby state, the 

application is not restarted, but rather gracefully transitioned through a quiescent state 
to the standby state. 

During a software upgrade, the application transitions from the active state into a 
locked state where it "hibernates" until the operator determines that the newly active, 

B higher revision application behaves properly. The locked state eliminates rebuilds (and 

H long outages) if a new-version application fails. 

!■ During a software upgrade, the application state machine (ASM) is fault-tolerant 

ft! while in transition between releases of the software. Failure on the active revision 
u causes a switchover to the inactive revision of the software when the inactive revision is 
m either locked or ready, depending on where the software finds itself. 
£3 In the foregoing specification, the invention has been described with reference to 

specific exemplary embodiments thereof. It will, however, be evident that various 
modifications and changes may be made thereto without departing from the broader 
spirit and scope of the invention as set forth in the appended claims. The specification 
20 and drawing are, accordingly, to be regarded in an illustrative rather than a restrictive 
manner. 
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CLAIMS: 



We claim: 

1 . In a digital communications network, a method for controlling tasks 
performed on network cards comprising: 

controlling applications executed within the network, wherein controlling 
the applications comprises, 

transitioning each of the applications between one of a plurality of 
active states and one of a plurality of standby states. 

2. The method of claim 1 , wherein an application state machine controls the 
execution of the application. 

3. The method of claim 2, further comprising: 
receiving control messages from a shelf manager; and 
communicating via APIs to the application, wherein the shelf manager 

may be located on a remote network card. 

4 ^e method of claim 1 , wherein the plurality of active states comprise: 
an active ready state; 
a quiescent state; and 
a no provisioning state. 
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1 5. The method of claim 1 , wherein the standby states comprise: 

2 a standby ready state, and 

3 a standby locked state. 

1 6. In a digital communications network, a method for controlling tasks 

2 performed on network cards, comprising: 

3 switching the state of an application in an active state to a standby state, 

4 comprising, 

5 transitioning the application from the active state to a quiescent state; 

*6 and 

•'l transitioning the application from the quiescent state to the standby 

J state. 

. i 7. In a digital communications network, a method for controlling tasks 

l& performed on network cards, comprising: 

C| upgrading code of an application in an active state to a standby locked 

H state comprising, 

5 transitioning the application from the active state to a no provisioning 

6 state; 

7 transitioning the application from the no provisioning state to a 

8 quiescent state; and 

9 transitioning the application from the quiescent state to the standby 

10 locked state. 
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8. The method of claim 7, wherein the standby locked state does not allow 
disk database access nor access to write to RAM. 

9. The method of claim 7, wherein the no provisioning state does not allow 
access to write to a disk database. 

1 0. The method of claim 7, wherein the quiescent state does not allow access 
to write to a disk database nor access to write to RAM. 

11. In a digital communications network, a method for controlling tasks 
performed on network cards, comprising: 

upgrading code of an application in an standby state to an active state 
comprising, 

transitioning the application from the standby state to a no provisioning 
state; and 

transitioning the application from the no provisioning state to the active 
state. 

12. In a digital communications network, a system for controlling tasks 
performed on network cards comprising: 

means for controlling applications executed within the network, wherein 
the means for controlling the applications comprises, 
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means for transitioning each of the applications between one of a 
plurality of active states and one of a plurality of standby states. 

13. The system of claim 12, further comprising: 

means for receiving control messages from a shelf manager; and 
means for communicating via APIs to the application, wherein the shelf 
manager may be located on a remote network card. 

14. In a digital communications network, a system for controlling tasks 
performed on network cards, comprising: 

means for switching the state of an application in an active state to a 
standby state, comprising, 

means for transitioning the application from the active state to a 

quiescent state; and 
means for transitioning the application from the quiescent state to the 

standby state. 

15. In a digital communications network, a system for controlling tasks 
performed on network cards, comprising: 

means for upgrading code of an application in an active state to a standby 
locked state comprising, 

means for transitioning the application from the active state to a no 
provisioning state; 
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7 means for transitioning the application from the no provisioning state to 

8 a quiescent state; and 

9 means for transitioning the application from the quiescent state to the 

10 standby locked state. 

1 1 6. In a digital communications network, a system for controlling tasks 

2 performed on network cards, comprising: 

3 means for upgrading code of an application in an standby state to an 

4 active state comprising, 

==5 means for transitioning the application from the standby state to a no 

hJ provisioning state; and 

,i? means for transitioning the application from the no provisioning state to 

fi« the active state. 

Hi 17. A computer readable medium having stored thereon a plurality of 

\$ instructions for controlling tasks performed on network cards, said plurality of 

"3 instructions when executed by a computer, cause said computer to perform: 

4 controlling applications executed within the network, wherein controlling 

5 the applications comprises, 

6 transitioning each of the applications between one of a plurality of active 

7 states and one of a plurality of standby states. 
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1 8. The computer-readable medium of claim 1 7 having stored thereon 
additional instructions, said additional instructions when executed by a computer, 
cause said computer to further perform: 

receiving control messages from a shelf manager; and 
means for communicating via APIs to the application, wherein the shelf 
manager may be located on a remote network card. 

1 9. A computer readable medium having stored thereon a plurality of 
instructions for controlling tasks performed on network cards, said plurality of 
instructions when executed by a computer, cause said computer to perform: 

switching the state of an application in an active state to a standby state, 
comprising, 

transitioning the application from the active state to a quiescent state; 
and 

transitioning the application from the quiescent state to the standby 
state. 

20. A computer readable medium having stored thereon a plurality of 
instructions for controlling tasks performed on network cards, said plurality 
of instructions when executed by a computer, cause said computer to 
perform: 

synchronizing the primary and secondary controllers; 
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6 upgrading code of an application in an active state to a standby locked 

7 state comprising, 

8 transitioning the application from the active state to a no provisioning 

9 state; 

10 transitioning the application from the no provisioning state to a 

11 quiescent state; and 

12 transitioning the application from the quiescent state to the standby 

13 locked state. 

q 21 . A computer readable medium having stored thereon a plurality of 

H. instructions for controlling tasks performed on network cards, said plurality of 

»=s instructions when executed by a computer, cause said computer to perform: 

^ upgrading code of an application in an standby state to an active state 

comprising, 

m transitioning the application from the standby state to a no provisioning 

rjj state; and 

8 transitioning the application from the no provisioning state to the active 

9 state. 

1 22. In a digital communications network, a system for controlling tasks 

2 performed on network cards comprising: 

3 a CPU subsystem; 
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I 1 * 

4 one or more input/output ports connected to the CPU subsystem for 

5 communicating with the network; and 

6 special hardware connected to the CPU subsystem via a bus, wherein the 

7 CPU subsystem controls applications executed within the network. 

1 23. The system of claim 22 further comprising a disk database connected to 

2 the CPU subsystem via a PCI bus. 

l 24. The system of claim 22, wherein the CPU subsystem comprises: 
t% a central processing unit; 

S| a system controller connected to the central processing unit; 

3 random access memory connected to the system controller; and 

1 i| an application state machine for transitioning applications between one of 

Is a plurality of active states and one of a plurality of standby states. 
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ABSTRACT 

A method and system for controlling tasks performed on network cards is 
disclosed. In one embodiment, the method disclosed controls applications that are 
executed within the network. The method of controlling the applications comprises 
transition 
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Card Role; Active 



A: Create Endpoints, Register D6 Clients, initialize Data Structures, malloc, etc. 
A: Call ctcApplnitDoneConfirmO 



Card Role; Standby 




A: Call ctcAppStandbyRdyConfirmO 




Active-Standby Graceful Switchover Standby-Active Graceful Switchover 
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APPENDIX B 



Title 37, Code of Federal Regulations, Section 1.56 
Duty to Disclose Information Material to Patentability 

(a) A patent by its very nature is affected with a public interest. The public interest is best served, 
and the most effective patent examination occurs when, at the time an application is being examined, the 
Office is aware of and evaluates the teachings of all information material to patentability. Each individual 
associated with the filing and prosecution of a patent application has a duty of candor and good faith in 
dealing with the Office, which includes a duty to disclose to the Office all information known to that individual 
to be material to patentability as defined in this section. The duty to disclosure information exists with respect 
to each pending claim until the claim is cancelled or withdrawn from consideration, or the application becomes 
abandoned. Information material to the patentability of a claim that is cancelled or withdrawn from 
consideration need not be submitted if the information is not material to the patentability of any claim 
remaining under consideration in the application. There is no duty to submit information which is not material 
to the patentability of any existing claim. The duty to disclosure all information known to be material to 
patentability is deemed to be satisfied if all information known to be material to patentability of any claim 
issued in a patent was cited by the Office or submitted to the Office in the manner prescribed by §§1 .97(b)-(d) 
and 1 .98. However, no patent will be granted on an application in connection with which fraud on the Office 
was practiced or attempted or the duty of disclosure was violated through bad faith or intentional misconduct. 
The Office encourages applicants to carefully examine: 

(1) Prior art cited in search reports of a foreign patent office in a counterpart application, and 

(2) The closest information over which individuals associated with the filing or prosecution of a 
patent application believe any pending claim patentably defines, to make sure that any material information 
contained therein is disclosed to the Office. 

(b) Under this section, information is material to patentability when it is not cumulative to 
information already of record or being made or record in the application, and 

(1) It establishes, by itself or in combination with other information, a prima facie case of 
unpatentability of a claim; or 

(2) It refutes, or is inconsistent with, a position the applicant takes in: 

(i) Opposing an argument of unpatentability relied on by the Office, or 

(ii) Asserting an argument of patentability. 

A prima facie case of unpatentability is established when the information compels a conclusion that a claim is 
unpatentable under the preponderance of evidence, burden-of-proof standard, giving each term in the claim 
its broadest reasonable construction consistent with the specification, and before any consideration is given to 
evidence which may be submitted in an attempt to establish a contrary conclusion of patentability. 

(c) Individuals associated with the filing or prosecution of a patent application within the 
meaning of this section are: 

(1 ) Each inventor named in the application; 

(2) Each attorney or agent who prepares or prosecutes the application; and 

(3) Every other person who is substantively involved in the preparation or prosecution of the 
application and who is associated with the inventor, with the assignee or with anyone to whom there is an 
obligation to assign the application. 

(d) Individuals other than the attorney, agent or inventor may comply with this section by 
disclosing information to the attorney, agent, or inventor. 
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